Access and Privacy in a Local
Authority

An introduction to The Local Authority
Freedom of Information and Protection of
Privacy Act
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* Provide a basic understanding of The Local
Authority Freedom of Information and
Protection of Privacy Act:

* |n particular:
— The public’s right of access
— Obligations to protect privacy
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 The Local Authority Freedom of Information and
Protection of Privacy Act (LAFOIP) — 1993/94

 The Freedom of Information and Protection of
Privacy Act (FOIP) - 1992

* The Health Information Protection Act (HIPA) - 2003
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* Two main purposes:

— Access - provides a right of access to the records
in the possession or under the control of a local
authority; and

— Privacy - establishes rules for the protection of
personal information.
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Municipalities

Committees of council, boards, commissions or other bodies
appointed pursuant to The Cities Act, The Municipalities Act or
The Northern Municipalities Act.

Libraries

A school board or conseil scolaire
A post-secondary institute

A regional health authority

A special care home

Any board, commission or body that receives more than 50% of
its budget from the province and is listed in the regulations.
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e Act defines a record as follows:

— “record” means a record of information in any form and includes
information that is written, photographed, recorded or stored in any
manner, but does not include computer programs or other mechanisms

that produce records.”
— LAFOIP, s. 2(j)

e This includes:
— records received and/or produced by you in your work.

— Word documents, spreadsheets, maps, drawings, photographs, letters,
vouchers, papers, electronic and optical media, e-mail, etc.

— In the local authority’s possession or control.
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e Published material or material that is available for
purchase by the public.

 Material that is a matter of public record

— N.B.: “Public record” does not mean the same as “available
to the public”.

* Archival material placed with the local authority by
public or non-government.
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 “head” defined: s.2(e)

— Municipalities:
* Mayor, reeve, chair of the local advisory
committee

— Other local authorities:

e Chair of the governing body

* Person designated as head by the
governing body

 May be delegated:

— To one or more officers of the local
authority

— Must be in writing
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* Applicants who are unsatisfied with the outcome of an access
request can request a review.

* Individuals with concerns about privacy can request an
investigation.

* The Office of the Information and Privacy Commissioner
(OIPC) will:
— Decide if a review is appropriate
— Attempt an informal resolution
— Proceed to a formal review and report if necessary

* Reportsinclude recommendations and are posted on his
website at www.oipc.sk.ca.
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http://www.oipc.sk.ca/

* The Act applies to:

— all records...

— ...in a local authority.

* The head is accountable for all decisions,
duties and obligations.

* Decisions may be reviewed by the OIPC.
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“The overarching purpose of access to information legislation—is
to facilitate democracy. It does so in two related ways. It
helps to ensure first that citizens have the information
required to participate meaningfully in the democratic
process, and secondly, that politicians and bureaucrats remain
accountable to the citizenry.”

Justice LaForest
Dagg v. Canada (Minister of Finance), [1997] 2 S.C.R. 403
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The law gives every person a right to access records of a local authority (sections)

— LAFOIP is a formal process — informal may be more appropriate. Encourage informal disclosure when
appropriate.

The law provides a process for requesting access including (section 6):

— Anindividual can complete a prescribed form requesting access and describing the records in
question.

The law has rules that must be followed (sections 7-12):
— 30 days to respond in writing.
— Records may be severed prior to release.
— Fees may be collected.
— Requests may be transferred.
— The 30 days may be extended in limited circumstances.

There are exceptions to the right of access that must/ could be applied before
access is given. (part )
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LOCAL AUTHORTITY FREEDOM OF INFORMATION
AND FROTECTION OF FRIVACY

ﬁ?-. Gawernment af  Fresdom of PARTIII
! S Fedvww it It
I Form A
Access to Informntion Request Form
Hofa: Flase dmect tha ragoest io tha Access to Information
agpropriate kaal atbarity for Request Form
{FPlease Print) Applicont Informnton
Liast Name First Wame
Address City ar Town Frovinos
Postal Code Telephane (Regdaos) Telephone (Wark) Fnesimile

Detnils of Regquested Information

{#emeral Information Request [ Persanal Information Request [

Mame of Local Authority

Maome of Record §f Enaown)

Detailed Description of Record:

I ynderstand that an application fee of $20 is to he submitted with this request unless, with
roespect tan request for persmmal infarmation, the fee is waived under the terms of the Act.

I also understand that there may be o pmooessing fee to processthis request and that, prior to reariving
nceess to the eoords that [ have requested, [am mquiredto pay that fee unless it is wmived.

[0 Check if requesting woiver of processing fioe:
I request that payment of the processing fee related to this request be waived because poyme nt will

couse me substantinl financial hardship. Details are as ©llows: (L raverse of form f additonal
Space 1§ requared.)

Hignature of Applicant

Far Oifice Use Only

Date Kearived Application o,
Application Fea Recnived Yes [ Ma
Expiry Date

Wihnte = Lol A odbeor iy Yelkw = Do dormtor Fink - Apphoant
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: : M ire:
Request received — processing dy require
: * Fee estimates
begins _ .
* Extension of time
* Clarification of
Records located and reviewed request
* Third party
: e consultations
Exemptions applied if SRl T
appropriate * Transfer of request

Approvals obtained

30 The head makes a decision and

days | Government

of

the response is sent

saskatchewan.ca A Saskatchewan
15




1. Full Disclosure of Records

2. Partial Disclosure of Records

3. No Disclosure of Records

saskatchewan.ca

. 5 )
6/23/2016 Access and Privacy Branch, Justice and

Attorney.General

Government
of

A Saskatchewan

16




 The Act recognizes a balance between the right of
access and the need to keep certain information
confidential.

 “Exemptions” are provided in the Act for certain
circumstances or types of records where disclosure
may not be appropriate.

 Exemptions are considered before access to a record is
given.
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Applying exemptions involves an internal (and external if 3rd party info)
consultation process.

 Mandatory - the “shalls”
— Records from other governments obtained in confidence
— 3rd party
— Personal information

e Discretionary - the “mays”
— Advice from Officials
— Economic and other interests
— Testing procedures, tests and audits

— Danger to health or safety c
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* Local authorities can charge fees for
access (s.9)

e The fee schedule can be found in the
regulations (s.5 LAFOIP Regulations)

* Fees can be waived (s.9(5) LAFOIP and s.8
LAFOIP Regulations)
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* A S20 application fee.

* Charges for copies of records, for example:

— 25 ¢ per page for a photocopy;
— 25 ¢ per page for a computer printout;

e Searching and preparing a record for disclosure:

— 1thour is free
— $15 per half-hour (or portion) if more than 1 hour.

* |f search and retrieval of electronic data is required, a fee
equal to the actual cost, including machinery and operator
costs, will be assessed.

— (Caution: intended to apply when local authority must pay a third party to search databases, etc.
Should not be applied when searching through modern electronic data such as email, and other
easily accessible networked data.)
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* Any person has a right to access records
* The Act sets out the rules to follow

— A response must be provided within 30 calendar days
— Fees may be charged

— Applications may be transferred

— Time may be extended up to 60 days

* Records may be disclosed in whole, in part or not at all
depending upon the exemptions that may apply

* |Information and Privacy Commissioner may review
decisions upon request of applicant

Government

of

saskatchewan.ca R e 4 latchevan
6/23/2016 Cccess an rivacy brancn, ustice an -

Attorney.General




NEW CONSEQUENCES
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* Protecting personal information
* LAFOIP has rules about:

Consent and authority

Collection, use and disclosure

Informing individuals about the purpose for collection
Accuracy

The right to access and request corrections

Giving notice to individuals about purpose

* These rules must be followed:
— when responding to access requests
— when releasing records informally
— during the normal conduct of business
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e Personal information is defined in LAFOIP (section 23):

— Any information about an identifiable individual:
* e.g.race, religion, sexual orientation, family status, criminal or employment history,
e criminal or employment history
* information obtained on a tax return or gathered for the purpose of collecting a tax

» description of a person’s financial assets, liabilities, net worth, bank balance,
financial history, etc.

* e.g.opinions of another person about that individual
— Exceptions:

» classification, salary, benefits or responsibilities of an officer or employee of a local
authority

* expenses incurred traveling at the expense of the local authority
» details of a licence, permit or other similar discretionary benefit

* etc.
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Public

Collection

Pubiic to Govermment Institution

Disclosure

Quitside the government institution

Use

Within the Government Institution
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* Must be for a purpose that relates to an existing or
proposed program or activity

e Consentis not an authority for collection

e Limited to information reasonably necessary for the
program

* Preference to collect directly from the individual, there
are exceptions

e Duty to inform when collecting directly from the
individual
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e With consent

* For the purpose for which it was collected or a
use consistent with that purpose

* Without consent if the Act permits

* |nstitution based
— walls around department/ local authority
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* Subpoena or warrant

* To legal counsel
* To comply with an Act or regulation

* To protect the mental or physical health or safety of an
individual

e To assist in the provision of services to the individual

* Sees. 28 of the Act and s. 9 and 10 of the regulations
for a complete list
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e Use or disclose only for the purpose the
personal information was collected.

* |f other purpose:
— Get consent in writing, or

— Confirm authority to disclose without consent in
28(2) of LAFOIP
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e Access to personal information & correction:

— Individuals have a right to access records containing their own
personal information (some limits) (section 30)

— Individuals have the right to request correction to personal
information (section 31)

* Accuracy of Personal Information

— |If personal information is used for administrative purpose,
reasonable steps must be taken to ensure accurate and
complete (s. 26)
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* Ensure safeguards are in place:

— Organizational, technological, physical

e Retention:

— Only retain as long as necessary and in accordance with
approved schedule

* Disposal:
— Safely dispose once retention period is met

* |Information and Privacy Commissioner can review
privacy practices.
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e Administrative:

— Policies, codes of conduct, Information Technology Acceptable
Usage Policy, contracts with service providers, etc.

— Strong passwords, policies re mobile devices, etc.
* Physical:
— Locked file rooms, restricted access areas, clean desk, etc.

e Technical:
— Firewalls, encryption, etc.
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e Local authorities must:

Have authority to collect personal information
Inform individuals of the purpose for collection
Limit collection to what is necessary

Use or disclose only for the purpose collected or where
allowed by the Act

Ensure accuracy
Provide access by individuals
Respect the right of correction

* To achieve:

information must be managed and protected Government
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Record Access
Management

Security Privacy
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Telephone: 787.5473

Email: accessprivacyjustice@gov.sk.ca

Examples of resources available include:
* Guidance documents and tools;
« Template letters in responding to access requests;
*  Privacy Breach Management Guidelines;
* Online training:
* Access and Privacy Training Course for Saskatchewan Executive Government:

* http://www.saskatchewan.ca/government/training-and-workshops/access-and-privacy-
training-course-for-saskatchewan-executive-government
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Aaron Orban

Access and Privacy Branch
Ministry of Justice
Phone: (306) 787-6428
Email: aaron.orban@gov.sk.ca
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